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Communication Protocol for Relay
Protection

AI Overview
Relay protection systems use protocols such as RS232, RS485, Modbus, IEC
60870-5-103/104, and IEC 61850 to ensure reliable, real-time communication
between relays, SCADA, and substation automation devices.

Legacy Serial Protocols

RS232 and RS485 are basic serial communication protocols used for point-to-point or
multi-device relay communication. RS232 supports simplex, half-duplex, or full-
duplex communication between two devices over a single twisted pair, while RS485
allows multiple relays (up to 32) to communicate in half-duplex mode using a master-
slave architecture. In RS485, the master initiates communication, and slave relays
respond only when polled, either in unicast or broadcast mode, making it suitable for
local relay control and monitoring .

Industrial and Protection-Specific Protocols

Modbus is a simple, open industrial protocol originally developed for PLCs and
sensors. It is widely used for basic data exchange between relays and monitoring
systems but lacks real-time performance for critical protection functions . IEC
60870-5-103 is an IEC standard designed specifically for communication between
protection relays and local monitoring systems. It supports uploading trip signals,
fault records, and relay settings, making it suitable for microprocessor-based
protection devices . IEC 60870-5-104 extends IEC 103 for TCP/IP networks, enabling...
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Jun 02, 2026

IEC 61850 Communication Protocol with the Protection and Control ...

In the past, it''s difficult to re-install the protection or control relay by a different
manufacturer, to avoid the log-off the communication

Nov 18, 2025

Implementation of Test Automation System for Protection Relays

Implementation of Test Automation System for Protection Relays using IEC
60870-5-103 Communication Protocol Shraddha M.

May 01, 2026

PMU-based relays_v2.dvi

The second part is concerned mainly with power system relaying com-munication.
The various protocols and network topologies

Jul 11, 2026

The analysis of relay protection communication mechanism

Download Citation | The analysis of relay protection communication mechanism
based on IEC61850 | The traditional

Jan 20, 2026

C37.113-2015

Information on the concepts of protection of ac transmission lines is presented in this
guide. Applications of the

Mar 22, 2026

IEC 61850 Protocol for Substation Automation

IEC 61850 Communication Protocol With the Protection and Control - Free download
as PDF File (.pdf), Text File (.txt) or read online

Sep 23, 2025

IEEE Guide for Protective Relay Applications to Transmission Lines

The purpose of this guide is to provide a reference for the selection of relay schemes
and to assist less experienced protective

Feb 21, 2026
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SCADA communications for protection engineers

SCADA communications for protection engineers Abstract: This paper highlights best
practices in the application of

May 31, 2026

Protocol Manual IEC 60870-5-103 Communication 615 series RELION

This manual addresses the communication system engineer or system integrator
responsible for pre-engineering and engineering

Jan 30, 2026

C37.236-2013

Guidance for the power system user in applying, installing and operating digital
communication channels for the

Nov 01, 2025

HTF2 Protection Using Wireless Communications

Using Spread Spectrum Radio Communication for Power System Protection Relaying
Applications Scope: This project developed a

Apr 07, 2026

Power System Protective Relays: Principles & Practices

Abstract: Protective relays and devices have been developed over 100 years ago to
provide “last line” of defense for the electrical

Feb 12, 2026

Communication

The protection relay supports a range of communication protocols including IEC
61850, IEC 61850-9-2 LE, IEC 60870-5-103,

May 28, 2026

IEC 60870-5-103 Communication Protocol Manual

IEC 60870-5-103 Communication Protocol Manual - Arc protection - Motor protection -
Transformer protection - 2 winding - Feeder

Dec 31, 2025

Manual DNP3 Communication Protocol 615 series RELION® PROTECTION

Intended audience This manual addresses the communication system engineer or
system integrator responsible for pre-engineering
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Jan 05, 2026

GOOSE-Based Relay Protection System | PDF | Communications Protocols ...

The document discusses the design and implementation of a real-time
communication system for relay protection devices based on

Jun 12, 2026

ABB REF615R — understanding Communication Protocols in

ABB REF615R. This manual provides insights into communication protocols used in
protection relays, aimed at engineers and

Oct 12, 2025

The essentials of power systems: Relay protection and communication ...

The main relay protection functions (overcurrent, directional, differential, distance,
etc.) and network communication

Aug 26, 2025

Communications Systems Performance Guide for Electric Protection

This guide was prepared by the WECC Telecommunications and Relay work groups. It
gives recommendations to

Mar 04, 2026

IEC 61850 Communication on PowerLogic P5 Protection Relays

IEC 61850 is a standardized protocol for power utility automation, enabling high-
speed, interoperable communication between

Apr 10, 2026

Communications Fundamentals for Protective Relaying

Communications have been playing an increasingly important role in Protective
Relaying. There are some inherent features in each

May 26, 2026

Modbus vs IEC 103 vs IEC 104 vs IEC 61850 | communication

Design Objective: Communication between protection relays and monitoring systems
(e.g., fault recording, setting
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Contact Us

For more information, pricing, or custom solutions, please contact us:

Website: https://ntmmgroup.co.za
Email: sales@ntmmgroup.co.za
Phone: +27 82 471 2596
Address: Unit 7, Optic Park, 24 High-Tech Lane, Century City, Cape Town,
7441, South Africa

This document is for informational purposes only. Specifications subject to
change without notice.
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